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[TOJIOXXEHHWE | %0 o g
06 06paboTKe IMePCOHATHHBIX JAHHBIX ¢ HCIIOIB30BAHUEM CPE/ICTB aBTOMATH3ANH

1. O6mee nosioxeHne

1.1. Hacrosmee Ilonoxenue 06 00paboTke nepcoHaIbHBIX JAHHBIX M HCIIOIL30BAHUEM CPEZICTB
aBTomMaru3anuu (nanee — [lonoxkenne) MyHHIMOIAIBLHOTO Ka3eHHOrO 00IeoOpa30BaTeIbHOTO
yupexaeHus cpenHel mkoisl c¢. lacremno (manee OVY) pa3paboTaHO B COOTBETCTBHH C
Koncrurymueir Poccuiickoit ®@enepanuu ot 25.12.1993, TpynoseiM koaexcoM Poccuiickoit
@enepanun ot 30.12.2001 Ne 197-®3, ®depepanbapiM  3akoHOM «OO6  umHpOpMaIHH,
HHGOPMALMOHHBIX TEXHOJIOTUAX W O 3ammre w#HpopMarmu 27.07.2006 No 152 @3,
[TocranoBnenuem llpaBurensctBa Poccuiickoit @enepanuu «O6 yTBepxaeHUU TpeOOBaHHU K
3allUTe TIEPCOHAIBHBIX JAHHBIX IIpU HX o00paboTke B HHYOPMAIMOHHBIX CHCTEMax
IEPCOHAIBHBIX JaHHBIX « b 01.11.2012 r. Ne 1119, a taxoke ApyruMH HOPMaTUBHLIMU aKTaMH,
JercTByromuMy Ha Tepputopun Poccuiickoit @enepanum.

1.2. Ilenu pa3pabotku Ilonoxenus:

1.2.1. onpenenenue nopsiaka o6pabOTKK MEPCOHATBHBIX JaHHBIX COTPYJHHUKOB, a TaK)K€ WHBIX
CYOBEKTOB IEPCOHAIBHBIX JITAaHHBIX, IEPCOHAJIBHBIE JJAHHBIE KOTOPBIX MOUIEKAT 00pabOTKH Ha
OCHOBaHUH nosiHoMounit OY.

1.2.2. obecrieyeHne 3amuTHI IpaB ¥ CBOOOJ YeIOBEKa U IPAXKIAHUHA, B T. Y. COTPYIAHUKOB TPH
00paboTKe MX MEPCOHATBHBIX JAHHBIX, B TOM YHCJIE 3aIUTHI IIpaB HAa HENPUKOCHOBEHHOCTH
YaCTHOW JKU3HU U CEMEHUHYIO TallHy

1.2.3. ycTaHOB/IEHHE OTBETCTBEHHOCTH JOJDKHOCTHBIX JIMII, UMEIOIHUX JAOCTYI K IePCOHATBHBIM
JAHHBIM, 3a HEBBIIOJHEHHE TpPeOOBAaHUM HOPM, PpETYJMPYIOMHUX OOpaboTKy M 3aluTy
NEPCOHAIBHBIX JIaHHBIX.

1.3. K mobo#i undopmaruu, coiepkameil mnepcoHalbHbIE JaHHbIE CyObeKTa, MPUMEHSETCS
PEXUM KOHQHIEHIIMATHHOCTH, 3a HCKIIFOYEHUEM

1.3.1. 06e31MueHHBIX TEPCOHATBHBIX TAHHBIX

1.3.2 001me10CTyMHBIX TEPCOHATBHBIX JAHHBIX

1.4 PexuM KOHQUICHIMATHHOCTH MEPCOHATBHBIX JAaHHBIX CHHUMAETCSs B CIyYasX HX
00e3TMYMBaHUS M 10 M3MEHEHHH CPOKa M MX XPAHEHHSI, €CIId WHOE HE OINPENENIEHO 3aKOHOM
Poccuiickoii @enepanuu.

2. Opranu3anusi 3aIUTHI NEPCOHAIbHBIX TAHHBIX

2.1. 3amuTa nepcoHaNIbHBIX JaHHBIX CYOBEKTa OT HEIIPABOMEPHOTO HX UCIIOJIE30BAHUS

WM yTpatsl obecrieunBaercss OV 3a cueT CBOMX CpPEJICTB.

2.2. 3amura NepcoHAIBbHBIX JaHHBIX JOJDKHA BECTHCH T10 TPEM B3aHMMOIOIOIHSIOIUM
HalpaBJICHHUSIM:

2.2.1. IlpoBeieHre OpraHu3aMOHHBIX MEPOTIPHSITHI:



2.2.1.1. pa3paboTka 1 BHEpEHHE BHYTPEHHAX OPraHU3aIMOHHO-PACTIOPSIATEIbHBIX
AIOKyMEHTOB, PETJIAMEHTHPYIOIIKX 00pabOTKy H 3allUTY NIEPCOHATBHBIX JAHHBIX CYyOBEKTOB, B
TOM YHCJIC OPSIIOK 0CTYIIa B IOMEINEHHS ¥ K IEPCOHALHBIM JaHHBIM;

2.2.1.2. 03HaKOMJIEHHE COTPYIHUKOB C 3aKOHOIATEIbCTBOM POCCHICKOI @enepanuu u
BHYTPEHHUMH HOPMATHBHBIMHU JIOKYMEHTAMHU, ITOJTy4YE€HHE 00S3aTENbCTB, KACAIOIHXCS
00paboTKH epCOHANBHBIX JAHHBIX;

2.2.1.3. opranu3anus y4éra HOCHTENeH NePCOHATBHBIX JaHHbIX;

2.2.1.4. pazpaboTka MOJIeJTH YTPo3 Ge30IIaCHOCTH MEPCOHATBHBIM JTAHHBIM;

2.2.1.5. mpoBesienue 00yUeHHs COTPYIHUKOB BOIPOCAM 3aIIUTHI IEPCOHATBHBIX JAHHBIX.

2.2.2. IIporpaMmHoO-anmapaTHas 3amura;

2.2.2.1. BHe/IpEHHUE IIPOrPAMMHO-AIIIIAPATHBIX CPEICTB 3AIUTH HHDOpMALIHH,

IPOIIEAIHUX B COOTBETCTBHH ¢ DenepanbHbiM 3akoHoM Nel84 or 27.12.2002 r. «O
TEXHUYECKOM

PETYJIMPOBAHUN)» OLIEHKY COOTBETCTBHS,

2.2.3. IHXeHepHO-TeXHUYECKAs 3alIUTA;

2.2.3.1. ycraneBka cef()oB MM 3anMparommxcs mKahoB IS XPaHEeHHs HOCUTENEH
IEPCOHAILHBIX JIAHHBIX;

2.2.3.2. ycraHOBKA yCHJICHHBIX JBEpEil, CUTHATM3AIMH, PEXUMA OXPAHbI 3/[AHUS U

TIOMEIIEHHH, B KOTOPBIX 00pabaThIBAIOTCS IEPCOHAIBHBIE JAHHbIE.

2.3. Onpejienenne KOHKPETHBIX MeP, OOIIYIO OPraHU3aIHIo, [IAHAPOBAHHUE 1 KOHTPOJTh
BBIMOJIHEHHS. MEPOIIPHATHH 110 3alllMTe NEePCOHATBHBIX IaHHBIX OCYIIECTBISET OTBETCTBEHHBIH
3a

OpraHu3aluio 00pabOTKU MEPCOHAIBHBIX JAHHBIX B COOTBETCTBHH C 3aKOHOATEIHLCTBOM B
0071aCTH 3aIUUTHI IEPCOHATBHBIX JTAHHBIX U JIOKAIGHBIME HOPMATHBHO-TIPABOBEIMU akTamu O .
3. lopsiiok Npe1oCcTaABIEHA A0CTYNA K TIEPCOHATBHBIM JAHHBIM

3.1. Jlonyck K mepcoHa bHBIM JaHHBIM CyOHEKTa MOTYT HMETh TOJBKO Te corpyauuku OV,
KOTOPBIM I€PCOHATILHBIC TAHHBIC HEOOXOAMMBI B CBSA3M C HCIIOIHEHHEM MMHU CBOMX TPY/IOBBIX
obs3anHOCTeH. [lepeyeHn TakuX COTPYAHUKOB OTpakeH B « CIIHCKE COTPYAHHKOB, JIOTIYIIEHHBIX
K paboTe ¢ nepcoHaNbHbIME JaHHbIME B MKOY COIII c. ['acremioy.

3.2. Ilponenypa odpopmiieHHs I0MMycKa K IEPCOHATBHBIM JTAHHBIM [PEACTABISET CO6OH
CJIETYIOIIYIO CTPOTYIO IIOCIEN0BATENLHOCTE JEHCTBHIA:

3.2.1. 03HaKOMJIEHHE COTPYAHHMKA C HACTOSIIUM [Tonoxenuem, «IlpaBunamu 06paboTku
IEPCOHAIPHBIX TaHHBIX» U APYTHMH JIOKAJIBHBIMH HOPMATUBHO-ITPAaBOBBIMK akTamu OV,
KacaroIUMuUCs 00pabOTKH NePCOHATBHBIX JJAHHBIX;

3.2.2. ucrpebopanue ¢ coTpyauuka «Coramenns o HepasriiaeHn KOH(HICHIHATBLHOM
HHpOpMAIIHHY,

3.3. Kax<ziplit cOTpYTHUK JOJKEH HMETh IOCTYII K MHHIUMATBHO Heo0X0UMOMY Habopy
NCPCOHATIBHBIX  JIAHHBIX CYOBEKTOB, HEOOXONMMBIX €My Ul BBIOJHEHHS CITyXeOHBIX
(TpyOBBIX)

00s13aHHOCTEIH. _

3.4. CotpynHukaM, He IMEIOIUMM HaJIEKAIUM 06Pa3oM 0(OPMIIEHHOTO JOTYCKa, JOCTYII

K IIEPCOHATbHBIM JJAHHBIM CyOBEKTOB 3aIpeIaercs.

4. TpeboBaHus o o6ecnedeHnIo Ge30MaCHOCTH

4.1. Ilpu 06paboTke mepcoHANBHBIX JAHHBIX B HHGOPMALHOHHON CHCTEME JIOKHO ObITH
obecnieveHo:

4.1.1. npoBeneHyre MEPONIPUATHIA, HAIPABIEHHBIX HA MPEIOTBPAICHHE



HECaHKIMOHUPOBAHHOTO JI0CTYIIA K [EPCOHATBHBIM JJAHHBIM H (MJIH) TIepeads ux JIMLaM, He
MMEIOIIMM TIpaBa JI0CTyIa K Takoi uH(popMaImu;

4.1.2. cBoeBpemenHOe 06HapysKkeHHe (PaKTOB HECaHKIHOHUPOBAHHOTO JIOCTYIIA K
MIEPCOHAJIBHBIM JIAHHBIM;

4.1.3. HeslonyIIeHre BO3AEHCTBHS HA TEXHHUECKHE CpecTBa aBTOMATU3HPOBAHHON

00paboTKH NIePCOHAIBHBIX JAHHBIX, B PEe3yIbTaTe KOTOPOro MOXKET OBITH HAPYIIEHO WX
(GyHKIIHOHHpOBAHHE;

4.1.4. BO3MOXHOCTb HE3aMeTHTEIIBHOIO BOCCTAHOB/ICHHUSL IEPCOHAIBHBIX JTAHHBIX,
MOIH(HUIMPOBAHHBIX HJIM YHHYTOXKEHHBIX BCJIE/ICTBHE HECAaHKIIHOHUPOBAHHOT'O JIOCTYIIA K HUM;
4.1.5. IOCTOSIHHBIN KOHTPOIIb HaJ 06eCeueH HeM YPOBHSI 3alIMIIIEHHOCTH MIEPCOHATBHBIX
JTAaHHBIX.

4.2. Meponpustis 1o 06ecredeHnio 6e30MacHOCTH IIEPCOHAIBHBIX JIaHHBIX [IPH UX

00paboTKe B MH(POPMAIMOHHBIX CHCTEMAX BKIIOYAIOT B CeO5:

4.2.1. onpenenenue yrpo3 6e30MacHoOCTH IIEPCOHATIBHBIX JAaHHBIX IIPU HX 00padoTKe,
(opmupoBaHKe Ha UX OCHOBE MOJIEH yIrpos;

4.2.2. pazpaboTky Ha OCHOBE MOJIEIH YTPO3 CHCTEMBI 3aIUTHI IEPCOHAIBHBIX JJAHHBIX,
obecreunBaromeii HeHTPAIM3AITHIO IIPE/ITONAraeMbIX YI'pO3 ¢ UCIOJIb30BaHUEM METO/IOB H
CII0COOOB 3aIUTHI IEPCOHATBHBIX JAHHBIX, IPENyCMOTPEHHBIX JIJIsl COOTBETCTBYIOLIETO KJlacca
HH(POPMAIHOHHBIX CHCTEM; .

4.2.3. IpOBEPKY rOTOBHOCTH CPECTB 3AIMUThI MH(DOPMAITHHU K MCIIOIB30BAHHMIO C
COCTABICHUEM 3aKITIOYEHHH O BO3MOXKHOCTH MX SKCILTyaTAIlHH;

4.2.4. ycTaHOBKY | BBOJ B 5KCIIIyaTAIHIO CPEJICTB 3alMTEl HHYOPMAIIUH B COOTBETCTBHH

C 9KCINTyaTallHOHHOM M TEXHUYECKOM JIOKYMEHTAIHEi;

4.2.5. oby4enue JTHII, HCTIOMB3YIONIHX CPEICTBA 3AITHTHI UH(pOpPMaIHH, TIPUMEHSIEMBIE B
MH(OPMAIMOHHBIX CHCTEMAX, IIPAaBUJIAM paboTHI ¢ HUMHU;

4.2.6. y4eT IpuMeHSeMBIX CPEJICTB 3aIUTHI MH()OPMAINH, SKCILTYaTaIHOHHOM 1

TEXHUYIECKOH IOKYMEHTAIIMH K HAM, HOCUTENIe [TepCOHATBHBIX JIaHHBIX;

4.2.7. yuer 1mn, nonymeHHkIX K paboTe ¢ NICPCOHATIBHBIMH JTAHHBIMHU B HH()OPMALIMOHHOH
CHCTEME;

4.2.8. KOHTPOJIB 10 COBITFOIEHAIO YCIIOBHIA HCTIOB30BAHHSI CPEJCTB 3aIUTHI

HH(pOPMAIHH, TIPETyCMOTPEHHBIX OKCILTyaTallHOHHOM ¥ TEXHUYECKOU JIOKYMEHTAIINH;

4.2.9. pa3bupatenbCTBO M COCTABIICHHE 3aKTIOYCHHMI 110 (axram HecoOOIEHUS YCITOBHIA
XPAHCHHS HOCHTENEH IEPCOHATIBHBIX IAHHBIX, UCIIOIB30BAHMS CPE/CTB 3aITHTHI uHbOpManuy,
KOTOPBIE MOTYT MPUBECTH K HAPYIICHHIO KOHDHICHIMATEHOCTH TePCOHANBHBIX NAHHBIX MK
APYTHM HapyIICHUSAM, IPUBOASIIMM K CHHKEHHIO YPOBHSI 3alUIIEHHOCTH IIEPCOHAIBHBIX
AGHHBIX, Pa3pabOTKy W IPUHATHE MEP MO MPEIOTBPAIIEHHIO BO3MOXKHBIX OMACHEIX HOCIECTBUI
O0OHBIX HAPYIICHHIA,

4.2.10. onucaHue CHCTEMBI 3aIUThI IIEPCOHANIBHBIX JIAHHBIX.

4.3. OcymecTBIeHHE MEPOTIPHATHIA 110 06ECTIEUCHIIO GE30MACHOCTH IIEPCOHAIIbHBIX

AAQHHBIX ITPH X 00paboTKe B HHPOPMALIMOHHOMN CHCTEME YIIOJIHOMOYEHHBIM JIUIIOM BO3JIaraeTcst
Ha aMUHKCTpaTopa 6esonacHoct UCITJa OY.

4.4. CiucoK JTII, HMEIONIHUX JOCTYII K IIEPCOHATBHBIM JJaHHBIM, YITOJHOMOYEHHBIX HA
00pabOTKy 9TUX TaHHBIX U HECYNIHX OTBETCTBEHHOCTD B COOTBETCTBH C 3aKOHO/ATEIbLCTBOM
Poccuiickoit  ®enepanuu  3a HapylICHHEe  pPEeXMMa  3alIUTHl  ME€PCOHAIBHBIX  JAHHBIX,
YTBEPXIaeTcs mprKa3oM qupektopa OV.

4.5. Ilpn o6HApy:KeHUH HapyIICHUH MOpsJIKa IIPEAOCTABIEHHS] IEPCOHAIBHBIX TAHHBIX



YIIOJTHOMOYEHHOE JIUIIO He3aMEeUTUTEIIbHO IPHOCTAHABIUBACT IIPEIOCTABIIEHUE TIEPCOHAIBHBIX
JIaHHBIX MOJI30BATENSIM HHPOPMAITMOHHON CHCTEMBI /10 BBISIBIICHUS IPUYMH HAPYIICHHH U
YCTPaHEHHSI STHX PUIHH. '

4.6. Nnbie TpeGoBaHus 110 00eCTieYeHHIO 6e30MaCHOCTH HH(POPMAIIUHT U CPEICTB 3aIUTHI
uH(opmanuu B OV BBITONHSAIOTCS B COOTBETCTBHE C TPeOOBAHHUSIMHE (eIepabHBIX OPraHOB
HCTIOJIHUTETIHOM BIIACTH M OPTaHOB MCIIOJHUTENIBHOM BiacTh cybbekra P, B koTopom
HaxoauTcs Onepatop.

5. OcobennocTu o6ecnedeHns 6e30MACHOCTH EPCOHAILHBIX TAHHBIX IPH HX
00paboTie B MH(POPMALMOHHON CHCTEME MEPCOHAILHBIX JAHHBIX

5.1. Cocras HHPOPMAIHOHHBIX CHCTEM NIEPCOHANBHBIX JaHHBIX OY onpenensercs
«IlepeynemM HHPOPMAIMOHHBIX CHCTEM MEPCOHATBHBIX JAHHBIX).

5.2. Tloyt TeXHUIECKUMH CPEJICTBAMH, IIO3BOJISIOLIMMH OCYIIECTBIATH 00paboTKy

IEPCOHATBHBIX JTAaHHBIX, HOHUMAIOTCS cpencTBa BBIYUCIIUTEIILHON TEXHHKH,
HH()OPMALMOHHOBBIYHCITHTEHBIE KOMILIEKCHI H CETH, CPEJICTBA H CHCTEMBI Iepe/iadH, npuema
1 00paboTku

NMepCOHANBHBIX JAHHBIX, IpOrpaMMHBIE CPEICTBA, CPEICTBA 3AIUTHI HHOPMAIIUH,
IPUMEHSIEMBIE B MHPOPMAITHOHHBIX CUCTEMAX.

5.3. be3omacHOCTh MepCOHANbHBIX JAHHBIX JOCTUTACTCS ITyTeM HCKITFOUCHHUS
HECaHKIIHOHUPOBAHHOTO, B TOM YHCIIE CIIy4alfHOTO, IOCTYIIA K IePCOHAILHBIM JaHHbIM,
PE3YJILTATOM KOTOPOTO MOKET CTaTh YHHYTOKEHHE, M3MEHEHHE, OJIOKMPOBaHKE, KOIIUPOBAHHE,
paclpoCTpaHEHHUE NEPCOHATBHBIX JIAHHBIX, 4 TAKXKE MHBIX HECAHKIMOHUPOBAHHKIX JICHCTBHIA.
5.4. Cpezctsa 3amuThl HHGOPMALKMH, IPUMEHSEMBIE B HH(MOPMALMOHHbIX CHCTEMAX, B
00s13aTeILHOM MOPSIZIKE MPOXOJISAT IIPOLEAYPY OIEHKH COOTBETCTBHS B YCTAHOBIECHHOM
3aKOHOJATENbCTBOM P® mopsijike.

5.5. OOMeH nepcoHabHBIME JTaHHBIME IIPH X 06paboTKe B HHMOPMAIIHOHHBIX CHCTEMAX
OCYMICCTBIIACTCS IO KaHaJlaM CBSI3H, 3alllHTa KOTOPBIX 00ECIIEYUBACTCS IIYTEM PEATH3AIHH
COOTBETCTBYIOIMMX OPraHU3aIUOHHBIX MEP, a TAK)Ke IIPUMEHEHHUS TEXHUYECKHX U (HIIH)
IPOTrPAMMHBIX CPEJICTB.

5.6. Pasmeruenne nHOPMAIMOHHBIX CHCTEM, CIIENHATLHOE 060PYI0BAHHE i OXpaHa
NOMEIIEHHH, B KOTOPBIX BEJIETCs paboTa C ePCOHAIbHBIME JaHHBIMH, OPTaHU3aIHS PEXAMA
obecrieyennst 6e30IaCHOCTH B 9THX MOMEIIEHUSIX I0JDKHBI 00€CTICUHBATE COXPaHHOCTH
HOCHTEJICH EPCOHANBHBIX JAHHBIX M CPECTB 3aIUThl HHGOPMAIHH, a TAKKE HCKITIOYATh
BO3MOKHOCTH HEKOHTPOJIUPYEMOTO IIPOHUKHOBEHHUS HJIH [IPEOBIBAHUS B 9TUX TTOMEIIECHUIX
IIOCTOPOHHHX JIHII.

5.7. be3omacHOCTh IEPCOHANBHBIX JAHHBIX IPH MX 06pabOTKe B UH(POPMAITHOHHOM

CHCTEME TIEPCOHANIBHBIX JITAHHBIX 00€CIIEUMBAET CIEIUANKCT, OTBETCTBEHHBIN 3a OPraHU3AIHIO
00paboTKK nepcoHaNbHbIX JaHHbIX B UCIT/{H (amvunHCTpaTop Ge3onacHoctu MCITTH).

5.8. Ilpu 06paboTke MEePCOHANBHBIX JAHHBIX B HHMOPMALHOHHOMN CHCTEME JOIKHO GBITH
obecniedeHo:

5.8.1. IpoBe/IeRMe MEPOTIPHSITHIA, HAIPABIEHHBIX HA IPEOTBPAIICHHE
HECaHKIIMOHUPOBAHHOTO IOCTYMA K MEPCOHAILHBIM JaHHBIM U (WJIH) TIEpeauy UX JIUIaM, He
HMEIOIIHMM TIpaBa JOCTyIa K TaKoi HH(POpMAIInH;

5.8.2. cBoeBpeMeHHOE OOHApYKeHHe (PAKTOB HECAHKIIMOHHPOBAHHOTO JOCTYIIA K
IIEPCOHAIBHBIM JTAHHBIM;

5.8.3. HeJOIIIEeHNE BO3IEHCTBHS HA TEXHUYECKUE CPE/ICTBA ABTOMATH3HPOBAHHO
00pabOTKH MEPCOHANBHBIX JAHHBIX, B PE3YJIbTaTe KOTOPOTO MOXKET OBITH HapyUIEHO UX



(yskIOHHpOBaHHE;

5.8.4. BO3MOXHOCTB HE3aMe UTHTEIIBHOTO BOCCTAHOBJICHHSI IEPCOHAIBHBIX J[AHHBIX,
MOIM(HIMPOBAHHBIX HIIA YHUUTOKEHHBIX BCIIEACTBHE HECaHKIIHOHMPOBAHHOTO JIOCTYIA K HUM;
5.8.5. OCTOSHHBI KOHTPOIIB Ha OGecIeYeHIEM YPOBHS 3aIIHIIIEHHOCTH EPCOHATBHBIX
JTaHHBIX.

5.9. Meponpusitus o obecneueHnio 0€301macHOCTH NMEePCOHATBHBIX TAHHBIX IIPH UX

00paboTke B HHOPMAIMOHHBIX CHCTEMAX BKITIOYAIOT:

5.9.1. onpenenenue yrpos 6ezonacHocTy IEPCOHANIbHBIX NAHHBIX IIPH UX 00paboTKe,
(opmHpoBaHKE Ha X OCHOBE MOE/H yrpos;

5.9.2. pa3pabotky Ha ocHOBe MoeIH YTPO3 CHCTCMBI 3aIIUTHI IEPCOHAIBHBIX JaHHBIX,
obecrieunBaromeil HelTpasH3amHo TIPEITOIAraeMbIX yIpo3 ¢ UCIOJIB30BAHMEM METOIOB 1
CIIOCOOOB 3aIIUTHI EPCOHATBHBIX AQHHBIX, TIPE/TyCMOTPEHHBIX JIJIs1 COOTBETCTBYIOIIETO K/Iacca
MH(OPMALIHOHHBIX CHCTEM;

5.9.3. mpoBepKy roToBHOCTH CPEICTB 3alUThl HHPOPMAIMH K HCIIOIB30BAHHMIO C
COCTaBJICHHEM 3aKIIFOYEHUH O BO3MOXKHOCTH MX 9KCIUTyaTalluH;

5.9.4. ycTaHOBKY U BBOJI B OKCILTyaTallkiO CPeJICTB 3alUThI HHPOPMAIIMH B COOTBETCTBHH

€ OKCILTyaTallHOHHOM U TEXHUYECKOH TOKyMEHTaIHel;

5.9.5. 06yuenue uL, HCTOTB3yIOMEX CPCACTBA 3aIU Tl HHPOPMAIIHH, IPUMEHSIEMBIE B
HH(OPMAIHOHHBIX CHCTEMaX, IIpaBHJIaM pabOTHI ¢ HUMHU;

5.9.6. yuet npuMeHsieMpbIx CPE/ICTB 3aUTHI HH(POPMALIHH, IKCIITYaTAMOHHON 1

TEXHUYECKON JOKYMEHTAIUM K HUM, HOCHTEIeH IIEPCOHAJIBHBIX JTAHHBIX;

5.9.7. yuer nuu, nonymeHHsIx K paborTe ¢ mepcoOHATLHBIME JAHHBIMH B UHOOPMAIHOHHOIH
CHCTEME;

5.9.8. KoHTpOIIB 10 cObIOIEHNMIO YCJIOBHH KCTIOJIE30BAHMUS CPEJICTB 3aIUThI

MH(OPMAIHH, IIPelyCMOTPEHHBIX SKCILTyaTallHOHHOM M TEXHUYECKOH JJOKYMEHTALHH;

5.9.9. pasbuparenscTBo U cocTaeHne 3aKJIOYEHUH 110 (haKTaM HECOOIIOIEHUS YCIOBHil
XPaHCHHS HOCUTEJICH MEPCOHANBHBIX TAHHBIX, HCITOJTH30BAHMSI CPECTB 3aIUThl HHPOPMaIHH,
KOTOPBIC MOTYT IPUBECTH K HAPYIICHHUIO KOHMHIEHITHATHHOCTH NEPCOHAJILHBIX JTaHHBIX HIIH
AIPYTUM HapyIICHUSM, IPUBOSITEM K CHUKEHHIO YPOBHSI 3aIMINEHHOCTH TePCOHATBHBIX
AlAHHBIX, Pa3pabOTKy ¥ IPHHSITHE MEP 110 HPEIOTBPAIICHHIO BO3MOXHBIX OIACHBIX ITOCIEICTBHH
NOZ00HBIX HApyLIEHHI;

5.9.10. onucanue cucTemsI 3amHTEL IIEPCOHAIILHBIX JIAHHBIX.

5.10. Unple TpeGoBanms 110 obecedennio GesonmacHocTr uHdGOpMaNHH U CPEJICTB 3aIlUTHI
uHpopMarun B OV BBIIONHSIOTCS B COOTBETCTBUH C TPEOOBAHHAMH (heIepaIbHBIX OpraHon
MCIIOJTHATENILHOM BJIACTH M OPTaHOB HCIIOMHUTEIBHOMN BIACTH cyobekra PO, B kotopom
Haxonutcst Oneparop.

6. Ilopsitok XpaHeHUSs epCOHANbHBIX AAHHBIX

6.1. Xpanenue Hocureeit (1MCKeT, THCKOB U T.1I1.), COZACpXKaIUX NePCOHAIbHBIE JJaHHBIE,
AOJDKHO OCYIUECTBIISTECS B CIENHATBHBIX MAIKaXx, 3aKpBITBIX IKadax uim celipax, B mopsike,
HCKIIFOYArOIIEM JIOCTYII K HUM TPETBHUX JIHMII, ‘

6.2. Be30ImacHOCTb MepCOHANBHBIX TAHHbIX IpU UX 00paboTKe ¢ MCIOIB30BaAHMEM
TEXHUYIECKUX M IPOrPAMMHBIX CPE/ICTB 00ECIICUHBACTCS ¢ IIOMOIIBIO CHCTEMBI 3aIIUTHI
TICPCOHATBLHBIX IAHHBIX, BKIIOYAIOMIEH B ce6s OpraHu3aMoHHbIe MEPBI U CPE/ICTBA 3AIUTHI
MH(OPMAIUH, YI0BJIETBOPSIONIHE YCTaHaBIUBACMBIM B COOTBETCTBUH C 3aKOHOIATELCTBOM Pd
TPpeOOBaHMSM, 06ECTICUHBAIOIIIM 3aIUTY UHOPMAIIH.

6.3. O6paboTka nepcoHANTBHBIX AanHBIX B OV ocymiecTBisercs 10 YTPaThl PABOBBIX



OCHOBaHUH 00PabOTKK MePCOHANBHBIX JaHHbIX. [lepeyeHb HOPMATHBHO-TIPABOBBIX AKTOB,
OTpPEJIE/IAIOMHMX OCHOBaHHS 00pabOTKM HEpCOHANBHBIX MaHHBIX B OV  onpemensorcs
«Ilepeunem cBesieHuit, COIEPIKAIIMX EPCOHATBHBIE JAHHBIE U TIPABOBBIC OCHOBAHHUS 00paboTku
IIEPCOHAIBHBIX TAHHBIX). '

6.4. OGe3mMuMBaHus IEPCOHATBHBIX AaHHBIX B OY He mpemonaraercs.

7. Ilopanok nepexavn nepcoHAILHBIX JAHHBIX

7.1. TlepeaBaTh nepcoHaIbHBIE TAHHBIE CYOHEKTOB JOMYCKAECTCS TOIBKO TEM

COTpYZHHKAM, KOTOPbIE HMEIOT JOIMYCK K 00paboTKe MEPCOHAIBHBIX JaHHbIX.

7.2. IlpenocTaBienne NepCOHANbHBIX JAHHBIX J0ITYCKAETCS B COOTBETCTBUH €
3aKoHOJaTeIbcTBOM Poccuiickoii deneparmi, a Takxke B MUHHCTEPCTBO 06pa3zoBaHs
Caxanunckoit o6mactn, ®HC, [1IOP, ®CC, no 3anpocamM BOCHKOMATOB U OpraHoB BHYTPEHHHX
hiS)) 8

7.3. He nornyckaeTcst pacnpocTpaHeH e NEPCOHANBHBIX JAHHBIX CyOhEKTa.

8. OTBETCTBEHHOCTD 32 HAPYIIEHHE HOPM, PEry.JIHPYIOIIHX 06paboTKy H 3aIUTY
NEePCOHATbHBIX JAHHBIX

8.1. OTBeTCTBEHHOCTH 3a COOIIOACHHE TPeGOBaHMIl TTO 3aITHTe HHPOPMALHH

OrpaHWYEHHOrO JIOCTYIA ¥ HAJIEKAIIETO IOPSIKa IPOBOAMMBIX pabOT BO3jIaraeTcs Ha
nonb3osareneit UCII/In, anmunnctparopa 6ezonacHoctr MCIT/IH ¥ OTBETCTBEHHOTO 3a
OpraHu3aIio 00paboTKH MePCOHAIBHBIX JaHHBIX OV,

8.2. Corpynuuku OV, BHHOBHbIE B HAPYIIEHHH HOPM, PEryIHPYIOLIHAX [IOJIyYEHHeE,

00pabOTKy ¥ 3aIUTy NEePCOHATBHBIX JAHHBIX CYOBEKTa, HECYT JUCLUILTMHAPHYIO,
a/IMUHUCTPATHBHYIO, T'PAXKJAHCKO-TIPABOBYIO M YTOJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBHH C
3aKoHOJaTenbeTBOM Poccuiickoit Menepanuu.

8.2.1. Pasrnamenue nepcoHaNbHBIX JaHHBIX CyObekTa (Iepenaya ux [IOCTOPOHHUM JIHIIAM,

B TOM 1HCJIC APYTHM COTPYJHUKAM, HE HMEIOIIMM K HUM JIOIYCK), UX IyOJIHYHOE PaCKPHITHE,
yTpaTa JOKYMCHTOB W HMHBIX HOCHTEIEH, COJEpXalluX NEepCOHANIbHbIC JaHHbIE CyOheKTa, a
TAlOKe MHBIC HapylIeHWs 0O0s3aHHOCTEH 10 WX 3ammre W 00paboTKe, YCTAHOBJIEHHBIX
HacToAmmMM [lonoxennem, JOKaNbHBIMH HOPMATHBHO-TIPAaBOBEIMH akTamu OY, Bieder
HAJIOXKCHUE HA COTPY/HMKA, UMEIOIIEro JOCTYN K MEPCOHATBHBIM JAHHbIM, IHCIHILTHHAPHBIX
B3bICKAHMH B BHJIC: 3aMEYaHms, BBITOBOpa, yBosbHeHus. Corpyauuk OV, umerommii JIOCTYI K
NECPCOHANBHBIM JaHHBIM CYOBEKTa M COBEPINMBIIMN YKa3aHHBIA AMCUMILIMHAPHBIH TPOCTYIIOK,
HECCeT TMOJIHYK0 MAaTepHATbHYI0 OTBETCTBEHHOCTh B CJyyae NPUYHMHEHHS €ro JIeHCTBUSMHU
ymepba OV (B coorsercTuu ¢ 1.7 ct. 243 Tpynosoro kozekca P®).

8.2.2. B OT/IeIbHBIX CIlydasix, IpH pasrylalleHHy MepCOHATBHBIX IaHHbIX, COTPY/AHHK,
COBEPLIMBIINA YKa3aHHBIA IMPOCTYNOK, HECET OTBETCTBEHHOCTH B COOTBETCTBHHM CO CTAaTheil
13.14 Konexca 06 aMHHHCTPATHBHBIX IIpaBOHAPYIIEHUSX PD.

8.2.3. B ciydae He3aKOHHOTO c6Opa HITH IMyOIMIHOTO pacnpocTpaHeHus: HHpOpMaIuy o
YaCTHOM JKM3HH JIMIA (HAPyIEHHs] HETIPUKOCHOBEHHOCTH YaCTHOM JU3HH), PEIyCMOTPEHA
OTBETCTBEHHOCTh B COOTBETCTBUH €O CT. 137 YromoBHOro konekca P®
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