NMH®OPMALMUNOHHAA NMAMATKA
ANnA ObYYAKOWMXCA ANnA PASMELLEHUA
HA OPNUNANbHBIX NHTEPHET-PECYPCAX

C KaXK/IbIM TOZIOM MOJIOZIe)KU B WHTEPHETe CTaHOBUTHCS OOJbIle, a MIKOJTbHUKU OJHU U3
CaMbIX aKTMBHBIX I0/b30Baresieli PyHera. Mexay TeM, MOMHUMO OTPOMHOTO KOJMUECTBA
BO3MOXHOCTel, MHTePHEeT HeceT U MpobsiemMbl. JTa MaMsATKa /0/DKHA TIOMOub Tebe Ge30macHO
HaXOJUTHCS B CETH.

KomnbloTepHble BUPYChI

KommbloTepHbIi BUPYC - 3TO Pa3HOBUHOCTb KOMITBIOTEPHBIX MPOrPaMM, OTJIHUHTE/bHOM
0COOEHHOCTBIO KOTOPOMW SIBMISIETCS CIMOCOOHOCTh K PasMHOXKEHHIO. B /l0mosiHeHMe K 3ToMmy,
BHPYChI MOTYT MOBPEJUTh WX TIOTHOCTbIO YHUUTOXKUTH BCe (Daiisibl U JaHHbIe, TIOAKOHTPO/IbHbIE
TI0/Tb30BaTeNI0, OT KMEHH KOTOpOro Obljla 3arylljeHa 3apakeHHash IporpaMma, a Takke
TIOBpPEe/IUTh WM Jla)kKe YHUUTOXUTb OTepaljMoOHHYI CUCTeMy CO BceMu daiiiamu B Liesiom. B
OOJIBILIMHCTBE C/TyYaeB PaCIPOCTPAHSIOTCS BUPYChI Yepe3 UHTEePHET.

METO,E[I:I 3dllJUTHI OT BP€JOHOCHBIX ITPOIPaMM:

1. Vcnonb3yii coBpeMeHHble OrepalOHHble CHUCTEMBbI, WMeIOIe Cepbe3Hblil YPOBEHb
3aLUThl OT BPEJOHOCHBIX [TPOrPaMM;

2. TlocTosiHHO ycTaHaBnMMBaid mnautd (LUQPOBbIe 3arsaTkd, KOTOpble aBTOMaTUUeCKd
yCTaHaB/IMBAIOTCS C 1ieJibl0  ZI0opabOTKKA TIporpamMmbl) U Jpyrde OOHOB/IeHUsS CBOel
oreparioHHON cucteMbl. CKaunBail MX TOJIBKO € o¢uIManbHOro caita papaborunka OC. Ecim
CyILIeCTBYeT PEXKUM aBTOMaTUUeCKOro 0OHOB/IeHUs, BK/IFOUH €ro;

3. Pabotaii Ha CBoOeM KOMITbIOTepe T10/, IPaBaMH T10/1b30BaTesisl, @ He aJMUHUCTPATOpa. OTO
He TI03BOJIUT OOJIBIIMHCTBY BpPEJNOHOCHBIX TIPOTPAMM HWHCTA/UIMPOBaTbCs Ha TBOEM
IepCOHAIbHOM KOMIIBIOTEPE;

4. Vcronb3y¥ aHTUBUPYCHBIE TPOrPaMMHBIE TIPOJYKTbI HM3BECTHBIX IPOM3BOJUTE/IEH, C
aBTOMAaTU4YeCKUM 0OHOB/IeHreM 0as;

5. OrpaHunub (pU3MUeCKUI JOCTYI K KOMIIbIOTEPY /11 TOCTOPOHHUX JIULY;

6. Vicnonb3yil BHeLlIHMe HOCUTeNU MH(POpMaluM, Takhe Kak Quiellika, AUCK Wi ¢aiin u3
VWHTepHeTa, TOJIbKO U3 MPOBepPeHHbIX UCTOYHUKOB;

7. He oTKpbIBail KOMIbIOTEPHBIE (ailibl, 0JyUeHHbIe U3 HEeHa/|e)KHbIX UCTOUHUKOB. Jlaxe

Te Cbaﬁﬂbl, KOTODbIE IMMPpUC/Ial TBOU 3HAKOMBIH. ]Ique YTOUHH y HETro, OTIIPABJIAI JIK OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3T0 He BUJ epefauy JaHHBIX, He TEXHOJIOTHSI, a BCEro JIMIb OpeH, Mapka. Eie B
1991 roxmy HuAep/aHZCKash KOMITaHHsI 3apeructpupoBaia Openz, "WECA", uro o6o3Hauaio
cioBocouetanue "Wireless Fidelity", kKoTopbiii iepeBoAMTCS Kak "'OecripoBo/iHasi TOUHOCT'.

o Haulero BpeMeHM folula Jpyras ab0peBuarypa, KOoTopasi SIB/IsSeTCS TakoW ke
TexHosorveld. Ito abbpeBuarypa "Wi-Fi". Takoe Ha3BaHMe ObUIO JaHO C HAMEKOM Ha CTaH/ApT



BBICIIIeH 3ByKOBOM TexHUKU Hi-Fi, uTo B epeBozie 03HauaeT "BbICOKAst TOYHOCTH'.

Ha, GecriiaTHbIN WHTEPHET-AOCTYIl B Kade, OTeqsiX M ajporoprax SIBASETCS OTIMUHOU
BO3MOXKHOCTBIO BbIXO/]a B MHTepPHeT. Ho MHOTHe 3KCIepThl CYUUTAOT, 4To 001menocTymHbie Wi-Fi
CeTH He SIBJISTFOTCS Ge30TacHbIMMU.

CogeTsl 110 6e30macHOCTH paboThI B 001Ie0CTYHBIX ceTsix Wi-fi:

1. He nepegaBaii cBotO JIMUHYIO WHbOpMaluio yepe3 obiienocTyHbie Wi-Fi cetu. Pabotas
B HUX, JKeJlaTeJIbHO He BBOAUTh MapO/IX [JOCTYMa, TOTHHBI U KaKhe-TO HOMepa;

2. Vicrionb3y¥i v OOHOB/ISAM aHTUBUPYCHBIE MPOTpaMMbI M OpaHAamayep. TeM CaMbIM ThbI
obe3oracuiib cebst OT 3aKaUKW BUPyCa Ha TBOE YCTPOKMCTBO;

3. Tlpu wucnons3oBanud Wi-Fi otkmoun ¢yskimo "O6umii goctyn K daiinam u
npuHTepam". [laHHas GyHKLUSI 3aKpbiTa IO YMOJYaHUIO, OJHAKO HEKOTOphble I0/b30BaTe/ln
aKTHBUPYIOT ee /151 yA00CTBa MCII0/b30BaHusl B paboTe Uy yuebe;

4. He wucnone3yii mybommunbii WI-FI assi mepefauy NMWYHBIX [JaHHBIX, HArlpUMep [Jist
BbIX0/la B COL{Ma/IbHbIE CETU WIH B 3/IEKTPOHHYIO [10YTY;

5. Wcnone3yi Tonpko 3amuieHHoe coefuHeHune yepe3 HTTPS, a we HTTP, Te. npu
Habope Beb-azipeca BBoAM uMeHHO "https://";

6. B mobunbHoM Tenedone oTkimroun ¢yHKIpO "Tlogkmouerne k Wi-Fi aBromariuecku'.
He momyckaii aBToMaTHueCKOTO MOAK/TI0UeHUs] YCTPONCTBA K ceTssM Wi-Fi 6e3 TBoero coryacusi.

CounanbHble ceTu

ColanbHble CETU aKTUBHO BXOJST B HAIy >KW3Hb, MHOTHE JIFOM PaOOTArOT U JKUBYT TaM
MOCTOSIHHO, a B Facebook yyke 3aperucTpupoBaH MWIIHap ueslOBeK, UTO SIB/ISIeTCS OJHOM
cefibMOl Bcex »XuTesiel TulaHeThl. MHOTrHe TMO/b30BaTe/IM He TIOHMMAKOT, YTO WH(OpMaLus,
pa3MellieHHasi MU B COLIMAIbHBIX CeTsIX, MOXKeT OBbITh HaliZieHa W UCII0/Ib30BaHa KeM YTOAHO, B
TOM uHCJIe He 00s13aTe/TbHO ¢ 6/1arMy HAMepeHHUsIMU.

OcCHOBHBIE COBETHI 10 0€301aCHOCTH B COLMA/IBHBIX CeTAX:

1. OrpaHuub CHMCOK Apy3ed. Y Tebs B [Apy3bsiX He [O/DKHO OBbITh C/IyyalHBIX MU
He3HAaKOMBIX JIHO/Ie;

2. 3amuiaii CBOK YaCTHYHO >KU3Hb. He yKasbiBali aposiu, TenedoHsbl, afjpeca, AaTy TBOEro
POXJEHUS U APYTYH0 JIMYHYI0 HWH(OPMaLMI0. 3/I0YMBILUIEHHUKA MOTYT MCIO/Ib30BaTh JAaKe
MH(OPMaLMIO O TOM, KaK Thl U TBOM POAUTENHU TJIaHUPYyeTe POBEeCTH KaHUKY/IbI;

3. 3amuiriaii CBOO peryTaLuIO - Iep)KU ee B UUCTOTe U 3a/iaBaii cebe BOMPOC: XOTes1 ObI Thl,
yTtoOBI APYTHe T0/b30BaTe/Nd BUJE/NH, UTO Thl 3arpyaelib? [Togymai, mpexge uemM uTO-TO
oryO/IMKOBaTh, HAIMCaTh U 3aTPy3UTh;

4. Ec/v Tbl TOBOPHLLB C JIFOABMH, KOTOPBIX He 3Haelllb, He UCIIO0Ib3yUW CBOE peajibHOe UMS U
JPYTYIO JIMUHYIO0 UH(GOPMALIMK: UMsI, MECTO >KUTe/IbCTBA, MeCTO y4ueObl U rpoyee;

5. N36erait pa3mertrienust Gotorpaduii B ViIHTepHeTe, rae Thl M300pa’keH Ha MECTHOCTH, 110
KOTOPOM MO>KHO OTIPEZIe/TUTh TBOE MECTOIOIOXKEHHE;



6. IIpu perucTpanyu B COLMAIBHOM CeTH He0OXOJMMO HCIO/Ib30BaTh CJIOXKHBIE TIAPOJIH,
cocrosiue u3 OykB U LUQP U C KOMUECTBOM 3HAKOB He MeHee 8;

7. i coliambHOM CeTH, TIOUTHl M [IPYTUX CAMTOB HEOOXOAMMO HCIO/Ib30BaTh pa3HbIe
naposi. Torza ecu TeGsi B3/IOMAlOT, TO 3/I0YMBILIJIEHHUKY T10/Iy4YaT JOCTYII TOJBKO K OJHOMY
MEeCTy, a He BO BCe Cpasy.

ONeKTPOoHHbIE AeHbIN

O/eKTpOHHbIE ZIEHBI'M - 3TO OueHb YA0OHBIA Criocob TiaTexkel, OJHAKO CYIeCTBYIOT
MOIIIEHHUKHU, KOTOPbI€ XOTST MOMYUUTb 3TH JEeHbIU.

SJ'IEKTPOHHI)IE JeHbIr' I10ABHU/IMCh COBCeéM HeAdBHO M HMMEHHO H3-3d 3TOI'O BO MHOI'MX
rocygapCrBax A0 CHX IMOP He MPOIIMCAHO IMPO HMX B 3dKOHAX.

B Poccun >xe oHM YHKLIMOHUDPYIOT U O HUX Y)Ke TMPOIKCaHO B 3aKOHe, I7le UX pa3fensitoT
Ha HEeCKOJIbKO BU/IOB - aHOHUMHbIE U He aHOHUMHbIe. Pa3Hulla B TOM, UTO aHOHUMHBIE - 3TO Te, B
KOTOPBIX pa3pelliaeTcss TIPOBOAUTL oOrepaluv 0e3 UWAeHTU(PUKALMK T[0/ib30BaTess, a B
HEaHOHUMHBIX H/IeHTU(UKALIVS TI0/Tb30BaTe/Is sIB/seTCst 00s13aTe/TbHOM.

Taxke cnefyeT pasnuuarh 3/1eKTPOHHbIE (UaTHble [eHbr'd (paBHbI TOCY[apCTBEHHBIM
Ba/IlOTaM) U 3/IeKTPOHHBIe He(praTHbIe ZieHbIY (He paBHbI TOCYAAPCTBEHHBIM BalFOTaM).

OcCHOBHBIE COBeTHI 10 6e30macHo paboTe C 3/1eKTPOHHBIMU [IeHbraMHU:

1. TIpuBsbku K cueTy MOOWIBbHBIA TesmedoH. DTO caMblii yHOOHBIA M OBICTPBIM CIIOCOO
BOCCTAaHOBHUTb [JOCTYIl K cueTy. IIpuBsi3aHHBIM TenedOH IIOMOXKET, eCaM 3alyzellb CBOM
T/IaTe)XHbIM Tapo/ib WX 3akifielllb Ha CAlT C He3HAKOMOT'0 YCTPOMCTBa;

2. Ucnonb3yit ogHopa3oBbie maponu. [Tocse mepexosa Ha YCH/IEHHYIO aBTOpU3aLMio Tebe
yKe He OyzleT yrpokaTh OMaCHOCTh KPa)kU WM TIepexBaTa IIaTeXXHOTro TIapoJis;

3. Bribepu ciioxHbIM naposb. [IpecTynHuKaM OyzieT He TIPOCTO yra/iaTh CJIOXKHBIN TapoJIb.
Hape>kHpie TIapony - 3TO Mapo/iv, KOTOpble COZAep)KaT He MeHee 8 3HAKOB M BKJIIOUAIOT B CeOst
CTpOYHbIE U TIPOTMCHBIE OyKBbI, LU(PPLI U HECKOJBKO CHMBOJIOB, TaKWe Kak 3HaK JoJiiapa,
dyHTa, BOCK/IMIATebHBIN 3HaK U T.I. Harnpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE ZJaHHbIe Ha CaliTaX, KOTOPbIM He ZioBepsiellib.

ANeKTpoOHHas noyta

OneKTpOHHAs ToYTa - 3TO TEeXHOJIOTHS U TPefoCTaB/sieMble €0 YCIYTU MO Mepechlike U
TIOJTYYeHHIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOpbie DACIpeessioTCs B KOMIBIOTEDHON CeTH.
OO6bIyHO 3JIeKTPOHHBIMN TOYTOBBIN ALUK ~ BBIVIAJWAT C/1eyOLKM obpa3om:
VMSI_TIO/b30BaTeNsi@uMsi_/joMeHa. Takke Kpome Tiepefjaud TPOCTOrO TeKCTa, WMeeTcs
BO3MO)KHOCTb TepeZiaBaTh (Paiisbl.

OcCHOBHBIE COBeThI 110 6e30macHol paboTe ¢ 37IeKTPOHHOM TTOUTOM:

1. Hago BbIOpaTh MpaBWIBHBIN MOYTOBBLIM CepBUC. B WHTepHETe eCTh OrPOMHBIA BBIOOD
OecriaTHBIX MOYTOBBIX CEPBUCOB, OFHAKO JIyullle /[OBEPSTH TeM, KOrO 3Haelllb U KTO TepBbIi B
peuTHHre;



2. He yka3piBaii B /IMuHOM mouTe AUuHyr0 WHG(popmauuio. Harpumep, myudrre BbIOpaTh
"My3bIKa/nbHbIV_(paHat@" wiu "pok2013" BMecTo "Temal3";

3. Vcnonb3yi [BYXSTallHYH) aBTOPU3aLUI0. JTO KOIZia TIOMHMO I1apoJisi HY)KHO BBOJAWTH
KO/, TIpUChlIaeMblii o SMS;

4. BpiOepu Cl0OXXHBIM Taposb. s KaXJOrO IOYTOBOTO SIMKA [O/DKEH ObITb CBOM
Ha/le)KHbIM, yCTOMUMBBIN K B3/IOMY apoJib;

5. Eum ecTb BO3MOXXHOCTh Hamucarb CaMOMYy CBOM JIMYHBIM BONPOC, UCMOIb3YH 3Ty
BO3MOJKHOCTb;

6. Mcrosmp3yl HECKONBbKO ITOYTOBBIX SAIUKOB. [lepBbIM [/ 4aCTHOM TepenucKd C
ajZipecatamu, KOTOPbIM Thl JOBepsielllb. DTO 3/IeKTPOHHBIM a/ipec He HaJi0 UCI0/Ib30BaTh IPU
perucTpanyy Ha popymax v cairax;

7. He oTKphbIBaii (aiisibl U Ipyrue BIOKEHUS B MCbMax, JjaXke eC/Id OHU MPULIM OT TBOUX
Jpy3ei. Jlyullle yTOUHHM y HUX, OTIIPAB/IS/IA T OHU Tebe 3TH (aiisibl;

8. ITocne okoHuUaHusi pabOTHI Ha MOUTOBOM CepPBHUCE Tiepe]| 3aKPbITHeM BKJIa/IKU C CAalTOM

He 3a0y/b Ha)KaTh Ha "BoriTi".

Knb6epOynnuHr nnm BupTyasibHOEe u3sgeBaresibCTBO

KubepOy/imuHr - mpecieoBaHre COOOIIeHUSIMU, COJIepsKalliUMU O0CKOpOJIeHUs], arpeccHio,
3aIryruBaHye; XYJUTaHCTBO; COIMaJbHOe OOMKOTHPOBaHHME C TOMOIIBIO pa3/IMUHBIX WHTEPHEeT-
CEPBHCOB.

OcCHOBHBIE COBETHI 10 60pr0e ¢ KubepOy/uTMHTOM:

1. He 6pocatics B 60ii. JIyuiiiii crioco0: MoCOBeTOBaThLCS KaK ceOst BECTH U, €C/IM HeT TOrO,
K KOMy MOXHO OOpaTuUTbCsA, TO BHAuaje YCIOKOWThCS. ECIM Thl HauHelllb OTBeYaTh
ockKopbieHUsIMU Ha OCKOPOJIeHHsI, TO TOTBKO elile 0OJbIle Pa30XOKeIllh KOHGIHKT;

2. YnpaBrnisiii cBoeii KubeppertyTaryer;

3. AHOHUMHOCTH B ceTh MHuMas. CyIllecTBYIOT CHOCOObI BBIICHUTb, KTO CTOWT 3a
AHOHUMHBIM aKKayHTOM,;

4. He CTOUT BeCTH XyJMUTaHCKMM 00pa3 BHUPTya/IbHOM >KU3HU. MHTepHET (PUKCHpyeT Bce
TBOU JIEHICTBUS U COXPaHsIeT UX. YIAIUTh UX OyleT KpaiiHe 3aTpyHUTE/HHO;

5. Cobsroziai CBOIO BUPTYa/IbHYIO UeCTh CMOJIOAY;

6. UrHopupy#i envHWuHbIN HeratuB. OfHOPa30Bble OCKOPOWTENTbHBIE COOOLEHHUs JTyUlile
urHopupoBatb. O6bIUHO arpeccusi peKpalaeTcsi Ha Haua/lbHOM CTa/iny;

7. ban arpeccopa. B mporpammax o6MeHa MIHOBEHHBIMH COOOIIEHUSMH, B COIMA/TbHBIX
CeTsIX eCTb BO3MOXKHOCTb OJIOKMPOBKH OTIIPABKH COODILIEHHI C OTipe/ie/ieHHbIX aZipecoB;

8. Ecm Tb1 cBugerens kubepOymnuura. TBou AeWCTBUS: BBICTYIIUTb IIPOTHB
npecjefoBaTesisl, I0OKas3aTb €My, UYTO €ro [JelCTBUS OLIeHUBAIOTCS HeraTMBHO, MOAJep)KaTb
)KepTBY, KOTOPOM Hy’)KHAa TICUXOJIOTHYecKasi TIOMOIIb, COOOIUTE B3pOCIAbIM O  (hakTe
arpecCHBHOIO IOBe/IeHUs B CeTH.



Mo6unbHbIN TenedoH

CoBpemeHHble cMapT(hOHBI U TJIaHILIEThI COZlep>KaT B cebe BITO/IHe B3POC/IbIM QyHKIMOHAJ,
Y Terepb OHM MOTYT KOHKYPMUPOBaTb CO CTalMOHApHBIMUA KoMIbroTepaMy. O[HaKo, CpefCTB
3alUTHI /151 TIOA0OHBIX YCTPOMCTB IMOKa O4YeHb Majo. TecTUpOBaHUWE U MOMCK ys3BUMOCTEN B
HUX TPOMCXOJWT He TaK WHTEeHCHBHO, Kak Ais I[TK, To >ke camoe KacaeTcsi ¥ MOOM/IBHBIX
TIPUIOKEHUM.

CoBpeMeHHbIe MOOW/IBHBIE Opay3epbl y)ke MPaKTHUeCKH [JOTHAIM HaCTOJIbHbIE aHaJIorTH,
OflHaKO pacivpeHye (yHKIMOHa/Ma BjedeT 3a C000i OOJBIIYI0 CIOKHOCTb W MEHBLIYIO
3alUILeHHOCTb.

[aneko He BCe TPOM3BOJUTENM BBIMYCKAlOT OOHOB/IEHUS, 3aKpbIBAalOILe KPUTHUUeCKHe
YS3BUMOCTH [J1s1 CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI /j1s1 6e30MacHOCTH MOOM/ILHOTO TesteoHa:

Huuero He siBisieTcsl mo-HacTosieMy OecruiaTHbIM. Byzab ocTOpo)keH, Beib Korza Tebe
Tipe/jjiaratoT OecCryIaTHBIN KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE-TO TJIaTHbIE YCIYTH;

Nywmatii, pexxze ueM oTripaBuTh SMS, ¢doto nmu Buzeo. Thl TOUHO 3Haelllb, T7ie OHU OyAyT
B KOHEYHOM HuTOre?

Heo6xozxrmMo 0OHOB/ISITH OTIEPaljIOHHYI0 CUCTEMY TBOEro CMapT(oHa;
Vcnonb3yii aHTUBUPYCHBIE TIPOTPAMMBI /17151 MOOM/TBHBIX Tesie()OHOB;

He 3arpyxali nmpuaokeHUs OT HEM3BECTHOTO WCTOYHHMKA, Belb OHU MOTYT COZJep)KaTb
BPeZIOHOCHOE MporpaMMHoOe obecrieueHue;

[Tocsie Toro Kak Thl BbIWZElIb C cailiTa, TAe BBOAWI JUUHYH HHGMOpMAalWio, 3aiiu B
HacTpoyku Opay3epa u yganu cookies;

[Teproanuecky MpoBepsii, Kakye TJaTHbIe yCIYT'M aKTUBUPOBAaHbI Ha TBOEM HOMepE;

Hapaii cBoit HOMep MOOM/ILHOTO TeseOHA TOIBKO JIHOASIM, KOTOPBIX Thl 3Haelllb U KOMY
JloBepsielllb;

Bluetooth gomkeH OBITH BBIK/TIOUEH, KOT[ja Thl UM He ToJib3yelibcs. He 3abbiBaii MHOTA
TIPOBEPSITh 3TO.

Online urpbl

CoBpeMeHHble OHJIAWH-UTPbl - 3TO KpAacOuHble, 3axBaTbIBalOLUe pa3BeueHUs,
00BeJUHSIONINE COTHU THICSY UYeIOBeK 10 BceMy MHpPY. Urpoku MCCeayroT AaHHBIA UM MUP,
00IIar0TCST IPYT C IPYTOM, BBITIOMHSIOT 3a[jaHUsl, CPaXKAlOTCsl C MOHCTPAMHU U TIOJIyYaroT OIIBIT. 3a
YZI0OBOJILCTBYE OHU TIIATSAT: TOKYTAKOT JUCK, OTUIAUMBAIOT abOHEMEHT WM TIPUOOpeTaroT Kakue-
TO OMLIUMU.

Bce 3T cpeactBa WMAyT Ha MNOAJepKaHWEe W pa3BUTHE WIPbl, a TakKXe Ha CaMy
0e30MacHOCTb: COBEPILEHCTBYHOTCS CHUCTeMbl AaBTOPHW3allVM, BBIMTYCKAIOTCS HOBBIE ATyl
(umdpoBbIe 3arIaTKy [ijisi MPOTrPaMM), 3aKPhLIBAOTCS YSI3BUMOCTH CEePBEPOB.



B HO,E[O6HI>IX HUIrpax CTOUT OIlaCaTbCAd He CTOJIbBKO CBOUX COII€EDHHUKOB, CKOJIBKO KpPaXXU
TBOET'O I1apo0Jid, Hd KOTOPOM OCHOBdHd CUCT€Md aBTOPHU3dLINH OOJIBIIMHCTBA Hrp.

OCHOBHBIE COBETHI 110 0€30IMaCHOCTH TBOETr0 HUI'POBOI'0O dKKdyHTd:

1. Ecnm apyroii urpok Befet cebsi TI0X0 UK CO37aeT Tebe HeMPUSATHOCTH, 3a0/I0KUPYH ero
B CTIMICKE UTPOKOB;

2. Ioxanyiicsi af/MMHUCTPAaTOpaM Urpbl Ha IJIOX0€ MOBeZieHre 3TOr0 UrpoKa, >KeaTebHoO
MIPUJIOKUTh KaKMe-TO Jl0Ka3aTe/bCTBa B BHZle CKPUHOB,;

3. He yka3biBali TMUHYI0 UH(QOPMALIMIO B MpOQaiisie Urpkl;

4. YBa)kall ;pyTUX YYaCTHUKOB I10 UTpe;

5. He ycraHaBnvBaii HeouianbHble aTui U MOJbI;

6. Vicnionb3yl ClI0KHBIE U pasHble [1apoy;

7. Naxke BO BpeMsi WIPbl He CTOWUT OTK/IHOUaTb aHTUBMpYC. Iloka Tbl Wrpaemib, TBOW

KOMIbIOTEP MOTYT 3apa3uThb.

PULLNHT UNn KpaxKa INYHbIX AaHHbIX

OObIYHOM Kpakeil ZieHer 1 JIOKYMEHTOB CeTO/iHs Y>Ke HUKOTO He YAWBHIIb, HO C pa3BUTHEM
VHTEPHEeT-TEXHOJIOTUM  37I0YMBILUIEHHUKHA TIePeMeCTU/IMCh B UWHTEPHET, W TPOZAO/DKAT
3aHMMAaThC "MOOUMBIM" 1€7TI0M.

Tak mosiBUIach HOBasi yrpo3a: WHTepHeT-MOLlIeHHWYeCTBa WM (UILWHI, [VIaBHas Liefb
KOTOPOrO COCTOMT B TONyYeHUH KOH(QUJEeHLMa/TbHbIX AaHHbIX IO/b30BaTe/iedl - JIOTMHOB U
naponeid. Ha anmmmiickom sisbike phishing unraercst kak ¢ummar (ot fishing - peibHast 0B,
password - rapoJib).

OCHOBHBIE COBETHI 110 60pB0e C HUILIMHTOM:

1. Cnenu 3a CBOMM akkKayHTOM. EC/TH Thl TIO[j03peBaelllb, UTO TBOSI aHKeTa Oblia B3/1I0MaHa,
TO HeoOX0AUMO 3a0/I0KMPOBaTh ee ¥ COOOIUTb aJMUHUCTPATOPaM pecypca 00 3TOM Kak MO>KHO
CKopee;

2. Vicnonb3y#i Oe3omacHble BeO-CalThl, B TOM UHKC/Ie, HHTEPHET-Mara3uHoB U TMOMCKOBBIX
CHCTEM;

3. Vcnonb3yii CAOKHBIE W pa3Hble Maposid. Takum obpa3om, ecid TeOsl B3/IOMarOT, TO
3/I0yMBIIJIEHHUKH TI0/Iy4YaT JOCTYI TOJIbKO K OJHOMY TBOEMY TMPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B37I0MaK, TO HEOOXOJUMO TPeyIpeJUuTh BCEX CBOUX 3HAKOMBIX, KOTOpbIE
nobaBrneHbl y TeOst B APY3bsiX, O TOM, UTO TeOsl B3/I0OMa/id U, BO3MOXXHO, OT TBOEro UMeHHU OyzeT
PaCChIIaThCS CIaM M CChIJIKK Ha (DUIIIMHTOBBIE CANUThI;

5. YcraHoBH HafiexxHbIN Tlaposib (PIN) Ha MoOUIBHBIH TenedoH;
6. OTK/TIIOUM COXpaHeHue Maposist B Opay3epe;

7. He oTKpbIBaii (aiisibl U Ipyrue BIOKEHUs B MMCbMax, JjaXke eC/id OHU MPULIN OT TBOUX



Apy3ei. Jlydille yTOUHHM y HUX, OTIIPAB/ISUTA JIM OHU Tebe 3T (aiisibl.

LUudpoBas penyTtayus

Liudpoast pernyTaiust - 3TO HeraTWBHasi WM TO3UTHMBHas WH(oOpMaius B ceTd o Tebe.
KomnpomeTupytoijasi uHbOpMalysi, pa3MellieHHasi B UHTEPHETe, MOXXET Cepbe3HbIM 00pa3om
OTpa3UThCSl Ha TBOel peasnbHOM Xu3HU. "LludpoBas pemnyTtaius” - 3TO TBOM WUMH/IK, KOTOPBIU
dbopmupyeTcst U3 UHGOPMaIUK 0 Tebe B UHTEPHETe.

TBoe MeCTO KUTeNbCTBa, yueOnl, TBOe (hMHAHCOBOE TI0IOXKeHHe, 0COOeHHOCTH XapakTepa 1
pacckasbl 0 O/IM3KKX - BCe 3TO HAKaryTMBAeTCs B CETH.

MHorue TMOAPOCTKU JIETKOMBICJIEHHO OTHOCATCS K IMyO/MKalu JIMYHOM uHpOpMaluyd B
WHTepHeTe, He TIOHMMasi BO3MOXKHBIX TOCeqCTBUM. Thl faXke He CMOXKeIlb [0ralaThbCsi O TOM,
uTo hororpadusi, pa3melrieHHas 5 JieT Ha3az, cTaja MPUUYMHOMN OTKa3a IPUHSTH TeOst Ha paboTy.

KommeHTapuy, pasmelijeHre TBOUX (poTorpaduii u Jpyrve [eiCTBUsS MOTYT He UCUe3HYTh
JlaKe T10C/Ie TOro, Kak Thl UX yAaluvllb. Thl He 3Haelllb, KTO COXpaHWI 3Ty UH(OPMaL1Io, rormnana
M OHa B TIOMCKOBBIE CHCTeMbI M COXPaHW/IAach JId OHA, a IVIaBHOE: YTO TOAYMarT O Tebe
OKpy’Karollje JItoAW, KOTOpble HaWAyT U yBUAAT 3T0. HaliTu MH(bOpMalyio MHOrO JIeT CIyCTs
cMoXKeT 000 - Kak U3 00pbIX MOOYXJeHWd, Tak U C HaMepeHHeM TPUYUHUTb BpeZ. JTO
MOYKeT ObITb KTO YTOZHO.

OCHOBHbIE COBETHI 110 3a1uTe LK(POBOM peryTaLyu:

1. Tlomymaii, mipexke yeM uTO-TO TyO/NMKOBaTh M TiepejaBath y cebs B Orore wmm B
COIL[MAJIbHOU CeTH;

2. B Hactpoiikax rpodus yCTaHOBH OrpaHWuYeHHs Ha TIPOCMOTP TBOero nmpodusis U ero
COJeP>KUMOTO0, Cies1ail ero TOJIbKO "5l Apy3en";

3. He pa3mernjaii 1 He yka3biBaii HH(MOpPMAI[HIO, KOTOpPasi MOXKET KOT0-/IM00 OCKOPO/ISATE WK
00mKaTh.

ABTOpCKOE npaBo

CoBpeMmeHHbIe LIKOJIBHUKY - aKTUBHbIe T0/Ib30BaTe M LK(poBoro npocrpaHcTea. OpHaKo
Jla/leKo He BCe 3HAIOT, UTO T0/Ib30BaHWe MHOTUMH BO3MOXXHOCTSIMH IM(POBOrO MHpa TpelyeT
cobmrozieHNs TIpaB Ha MHTEJIIEKTYalbHY0 COOCTBEHHOCTb.

TepMuH "WHTe/IEKTya/lbHass COOCTBEHHOCTh'"' OTHOCUTCS K Pa3/UUHBIM TBOPEHUSM
YeJ/I0BeYeCKOro yMa, HauWHasi C HOBbIX M300peTeHuM 1 3HaKOB, 0003HAuUaroIUuX COOCTBEHHOCTh
Ha TIPOAYKTbI W YCJAYTH, W 3aKaHuMBas KHWramu, QotorpadusimM, KUHOGUIbMaMH U
MY3bIKaJIbHBIMU TIPOV3BE/IEHUSIMHU.

ABTOpCKMe TipaBa - 3TO TpaBa Ha WHTe/IEKTYyalbHYI0 COOCTBEHHOCTh Ha MPOU3Be[eHUs
HayKH, JIATepaTypbl U UCKyCCTBa. ABTOPCKMe IpaBa BbICTYNAlOT B KaueCTBe rapaHTHUX TOTO, UTO
WHTeJIJIeKTyaIbHbINA/TBOPUECKUN TPy, aBTOpa He OyJeT HarpacHbIM, JAcT eMy CIIpaBe/i/IuBbIe
BO3MOXHOCTU 3apaboTaTh Ha pe3y/bTaTax CBOEro TPy/a, MOMyUYUTbh W3BECTHOCTb U MPU3HAHMUE.
HukTo 6e3 paspeliieHust aBTOpa He MOXKeT BOCIIPOM3BO/IUTE €ro Mpou3Be/ieHre, paclpoCTPaHsTh,
nMyO/MMYHO JIeMOHCTPUPOBaTh, TPOZaBaTh, WMIIOPTUPOBATh, IyCKaTb B TIPOKaT, IMyOIMUHO
WCTIO/THSATh, T0Ka3bIBaTh/UCIIONHATH B 3(Upe Ui pasmelljatb B IHTepHeTe.



Vcnonb30BaHue "MUAPATCKOTO" TIPOTPaAMMHOTO 00eCIiedeHUs] MOXKET TPUBECTH K MHOTUM
pUCKaM: OT TOTepPU [aHHBIX K TBOMM aKKayHTaMm /0 OJOKMDOBKU TBOEro YCTPOWMCTBa, Ije
yCTaHOB/IeHa HejerasbHasi mporpamma. He cTouT Takke 3a0bIBaTh, UTO CyIL[ECTBYIOT JIerajibHbIe
1 becruiaTHbIe MPOrpaMMbl, KOTOpble MOXKHO HAalTH B CETH.

O noprane

CeTeBUYOK.p) - TBOM TI/IaBHBIM COBETUYMK B CeTH. 37eChb Thl MOXKeIlb Yy3HaTb O
6e30MacHOCTU B CETH TOHATHBIM U AOCTYITHBIM SI3bIKOM, a NPU BO3HUKHOBEHUM KPUTHUECKOU
CUTyallid OOpaTUTLCS 3a COBETOM. A TakKe IMPHUHSATh yuyaCTWe B KOHKypCaxX M CTaTb CaMbIM
M(POBBIM rpaxkIaHUHOM!
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